Many companies offer T services to the public. Most of those services must be prote cted. The
amount of computerthreatsare increasing rapidly and many attacks can be generated.
Companiesthat can buy expensive security tools to protect theirinformation may not face any
problems. Nevertheless the problem with the companies thatdo not have the budgetto buy
expensive security tools.

An open-source tools gives the ability to those companies that do not have the resources or the

budgetto buy expensive security tools, to have a protectorto secure itsinformation, where itis
available free of cost.

An intrusion detection systemis awidely known security tool. It could either be downloaded
fromthe web as an open-source solution, or be bought as a payment solution. Snort, Bro, and
Suricataare three examples of open source networkintrusion detection systems.

By studying Snort, Bro, and Suricataand comparing them based on the operating system ability,

installation, IPv6 support, multi-thread, and much more; companies will know which tool thatis
suitable totheirnetwork.



